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CRYPTOPROCESSORS 
by Mehmet Meral 

1 INTRODUCTION 

Transmission of sensitive information over the networks has been a challenge for network security 

over the recent years. Especially with the widespread use of online banking, smart cards and 

government online systems, the importance of this issue has increased. It is critical for these 

systems to be designed securely so that any eavesdropper or hacker will not be able to access 

sensitive information that is being transmitted.  

 

Cryptography offers solutions to address this challenge by proving security services in 

terms of confidentially, data integrity, authentication and non-repudiation.1 The cryptographic 

system called public key infrastructure (PKI) is a good example of such security services. In this 

system, sensitive information first is encrypted on local computer by using the server's public key 

before it is sent to the server. Then, encrypted data is transmitted over the network. Server decrypts 

this data by using its private key. Any hacker who is able to obtain transmitted data cannot 

understand its content. PKI assures us that we are able to transmit data over the network securely.    

However, there are other fundamental security challenges which should still be addressed: 

 Computation of encryption occurs in the user’s computer locally. How can the server trust 

the user’s computer, and the vice versa? 

 Dozens of private keys are stored on the server’s disk. How can we assure that the server 

is protected physically? 

 

Embedded cryptosystems have the potential to address all these challenges. This paper 

aims to identify this potential by explaining the design and function of an embedded cryptosystem. 

First, the definition and the terminology will be clarified and a brief history of evolution will be 

provided. Then, architectural design of the embedded systems will be explained. This will help to 

show how design constraints and priorities lead to the evolution of different kinds of systems. 

Finally, a common use of the embedded systems in smart card applications will be discussed and 

a design model for Data Encryption Standard (DES) algorithm will be given.    

2 DEFINITION AND TERMINOLOGY 

An embedded cryptosystem is a physically protected processor in secure shell which 

communicates with a host computer. It does not only store sensitive data such as private keys in 

this secure shell, but also makes cryptographic calculation in specifically designed function units.2 

Figure 1 shows this application. 

                                                           
1 Mohamed Khalil Hani, Hau Yuan Wen, and Arul Paniandi, "Design and Implementation of a Private and Public Key 

Crypto Processor for Next-Generation It Security Applications," Malaysian Journal of Computer Science, 19, no. 1 

(2006): 29, http://eprints.utm.my/8069/1/8069.pdf (accessed February 16, 2014). 
2 Sean W. Smith, Secure Coprocessing Applications and Research Issues, (Los Alamos National Laboratory, 1996) 

http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.115.3427&rep=rep1&type=pdf (accessed February 26, 

2014), 5.  
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Figure 1 Application of an embedded cryptosystem in a host computer 3 

 

 Since cryptographic algorithms are known to public, manufacturers can implement these 

algorithms in hardware as embedded devices and market them. These embedded devices can either 

be cryptoprocessors or crypto coprocessors although these two terms are often used 

interchangeably.4 Design differences between these two kinds of architecture will be discussed 

later in this paper.  

Embedded cryptosystems are also called as cryptographic accelerators. Having been 

designed specifically to perform cryptographic algorithms, they significantly increase the speed of 

processing of cryptographic computation which constitutes a huge burden on general purpose 

processors.  

 

Finally, embedded cryptosystems are also known as tamper-resistant cryptographic 

processors. They provide protected environment for sensitive data by detecting physical attempts 

to gain access to this data. If such an attempt is discovered, the secret data is erased and its function 

is automatically disabled. 5 

3 HISTORY OF CRYPTOPROCESSORS 

The first emergence of cryptoprocessors was seen in military domain as it happens in almost every 

new scientific advancement. The primary aim of their first application during the World War II 

was to protect cipher machines to any tamper attack. During the Cold War, modern military cipher 

machines were used with classified algorithm in tamper-resistant chips. 

In the 1970s, IBM marketed first commercial stand-alone cryptoprocessor, namely IBM 

3848. 6  This cryptoprocessor was successfully used in financial sector’s Automated Teller 

                                                           
3 Ibid., 6, Fig.3. 
4  Some academic sources distinguishes cryptoprocessors and crypto coprocessors on the basis of their 

programmability. Accordingly, while cryptoprocessors can be programmable, crypto coprocessors cannot. See 

Bossuet et al, 41:8. 
5 Boris Balacheff, Liqun Chen , Siani Pearson, David Plaquin, and Graeme Proudler, Trusted Computing Platforms: 

TCPA Technology in Context, ed. Siani Pearson (New Jersey: Prentice Hall PTR, 2003), 16. 
6  Ross Anderson, Mike Bond, Jolyon Clulow, and Sergei Skorobogatov, "Cryptographic Processors-A 

survey," Technical Report by University of Cambridge, UCAM-CL-TR, no. 641 (2005): 3, 

http://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-641.pdf (accessed March 1, 2014). 
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Machines (ATMs) to safely authenticate bank customers and to physically protect the ATMs from 

any malicious attempts by bank’s employees or outsiders. IBM worked on a more robust 

cryptoprocessor design in the late 1980s and in the beginning of 1990s, they introduced IBM 

4758.7 This was the first top-of-the-range cryptoprocessor architecture and used until 2005 when 

it was replaced by IBM 4764. These cryptoprocessors were used mainly on web-servers to protect 

Secure Socket Layer (SSL) keys. 

 

On the other hand, during the 1990s, middle market cryptoprocessors such as smart cards, 

Dallas DS 5002 secure microcontrollers and The Capstone/Clipper chips were emerged and 

became commonplace.  

4 ARCHITECTURAL DESIGN OF CRYPTOPROCESSORS 

It is important for a cryptoprocessors to have the following basic characteristics:8 

 The ability to execute encrypted programs 

 The ability to protect code and data from unauthorized access 

 A secure communication channel (secured I/O) 

 Some type of tamper-detection 

 Some type of isolation from non-secure I/O channels 

 Higher performance than general purpose processors for cryptographic computation. 

 

For an architecture to meet these requirements, besides the tradeoff between the level of 

security and cost, concerns for performance, flexibility, surface and power consumption must also 

be taken into account.9 

 

Architectural design of cryptoprocessors consists of four phases: 

1. Hardware Design 

2. Security Design 

3. Application Design 

4. Software Design 

4.1 HARDWARE DESIGN 
 

Design priority in this phase is to maximize computational power and provide flexibility which 

will enable designers to reconfigure their design later while they maintain a certain level of 

security. Therefore, this step is challenged with tradeoffs between performance, security and 

flexibility. Based on their hardware design, embedded cryptosystems can be classified into four 

different categories: customized general purpose processors, general purpose processors with 

                                                           
7 Ibid., 6. 
8 James D. Broesch, "Secure Processors for Embedded Applications" (presentation, Black Hat DC 2007, Washington 

DC, February 28, 2007):12, http://www.blackhat.com/presentations/bh-dc-07/Broesch/Presentation/bh-dc-07-

Broesch-ppt.pdf (accessed February 22, 2014). 
9  Lilian Bossuet, Michael Grand, Lubos Gaspar, Viktor Fischer, and Guy Gogniat, "Architectures of Flexible 

Symmetric Key Crypto Engines—A Survey: From Hardware Coprocessor to Multi-Crypto-Processor System on 

Chip," ACM Computing Survey, 45, no. 4 (2013): 41:2, doi>10.1145/2501654.2501655 (accessed March 10, 2014). 

http://www.blackhat.com/presentations/bh-dc-07/Broesch/Presentation/bh-dc-07-Broesch-ppt.pdf
http://www.blackhat.com/presentations/bh-dc-07/Broesch/Presentation/bh-dc-07-Broesch-ppt.pdf
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dedicated crypto coprocessor, cryptoprocessors and crypto arrays. 10  Figure 2 shows simple 

hardware diagrams of these embedded cryptosystems.   

 
Figure 2 Hardware diagrams of 4 different embedded cryptosystems11 

 

                                                           
10 Bossuet et al, 41:2. 
 
11 Ibid., 41:6, Fig. 2. 
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4.1.1 Customized General Purpose Processors (GPP) 
 

As it is seen in Figure 2(a), customized GPP includes a function unit which performs cryptographic 

computations. This functional unit can be designed to perform Data Encryption Standard (DES) 

or Advanced Encryption Standard (AES) operations (substation and permutation). 12 

Cryptographic calculations are executed in this unit’s dedicated crypto ALU while the program 

runs. It might have two I/O channels; secure I/O channel and clear I/O channel.13  These channels 

must be isolated carefully to defend non-invasive attacks such as power analysis and differential 

electromagnetic analysis. All data is decrypted inside the functional unit and then encrypted again 

before it is stored in memory or transmitted via secure I/O channel. Secret keys might be hard-

wired or they are provided externally and this process is managed by the key management unit.14 

However, during the execution they are stored in the memory like ordinary application data. 

Therefore, customized GPP are also vulnerable to software attacks. Dedicated crypto ALU allows 

designers to take advantage of flexibility by optimizing its instruction set when needed. 

Cryptographic computations are done very fast since data is only transferred via the processor’s 

internal data path and does not sent to the external memory. 15  Therefore, customized GPP 

architecture increases performance and flexibility at the expense of security. Internal design of 

customized GPP is shown in detail in Figure 3. 

 

 
   Figure 3 Internal design architecture of customized GPP 16 

                                                           
12 Ibid., 41:5. 
13 Broesch, 17.  
14 Ibid., 15. 
15 Bossuet et al, 41:7. 
16 Broesch, 14. 
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4.1.2 Crypto Coprocessors 
 

Crypto coprocessors are hardware modules dedicated to execution of cryptographic function. 

Many coprocessors are specifically designed to perform crypto-dedicated algorithms such as DES, 

AES, and PKI. Because of their integrated structure, crypto coprocessors cannot be updated and 

hence, they do not offer flexibility. However, they can be controlled, configured, or parameterized 

using the host processor.17 Multiple crypto coprocessors can be embedded into a cryptosystem to 

allow various cryptographic computations. Based on standard process architecture, this allows 

parallel and pipelined connection to data bus, which, in turn, increases the performance 

significantly. 18  Therefore, they are ideal for network routers or VPNs which require high 

performance. Figure 4 shows a hardware module which host different crypto coprocessors. 

 

 
Figure 4 A hardware module which host different crypto coprocessors 19 

4.1.3 Cryptoprocessors 
 

Cryptoprocessors are programmable hardware modules, with an instruction set dedicated to the 

efficient implementation of cryptographic functions.20 More than one ALUs can be embedded in 

them to increase the performance. Reconfigurable hardware can be used for design. Therefore, 

cryptoprocessors represent efficient solutions in terms of the trade-off between flexibility and 

performance. 21  Multicore designs are also possible which offers tremendous increase in 
                                                           
17 Bossuet et al, 41:8.  
18 Mohammad Tehranipoor, "Crypto Processor Design and Trusted Platform Module." (lecture note, University of 

Connecticut ECE Department, 2012):1-35, http://www.engr.uconn.edu/~tehrani/teaching/hst/16 Crypto 

Processors.pdf. 
19 Ibid., 16.  
20 Bossuet et al, 41:8.  
21 Ibid., 41:14.  
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performance and provide solutions for applications that need heterogeneous cryptographic 

computations.22 Figure 2(c) shows internal design of a cryptoprocessor. 

4.1.4 Crypto Arrays 
 

Crypto arrays are recently developed kind of embedded cryptosystems. Their architecture is 

efficient for intensive computation applications. The structure of crypto arrays is optimized for 

fast parallel computation of a specific algorithm. They offer advantages in terms of both 

performance and flexibility. Design of a crypto array is shown in Figure 2(d). 

4.1.5 Hardware Implementation 
 

System on a Chip (SoC) design methodology is usually chosen to implement cryptoprocessors. 

SoC provides significance opportunities to integrate all key parts of the secure hardware and 

functions in a single, protectable and programmable package. Designers have three architectural 

options to develop cryptoprocessors: using customized GPP, designing an Application Specific 

Integrated Circuit (ASIC) and implementing Field Programmable Gate Arrays (FPGAs).  

 

Using a customized GPP offers a flexible solution but it fails to execute high performance 

cryptographic calculations. To increase the performance designers replace the customized GPP by 

crypto coprocessors which are implemented using ASIC technology. ASIC technology produces 

hardwired integrated circuit which is not reconfigurable. On the other hand, all security 

environment needs updates due to emerged attacks and vulnerabilities. Therefore, security is a 

major challenge for ASIC implementation and should be carefully addressed in order to anticipate 

all possible attacks.23 

 

As it is pointed out earlier, providing flexibility for a cryptographic system is an important 

concern in processor design. Flexibility is the ability of a cryptographic module to move from one 

algorithm/computation to another.24  For example, reconfigurable hardware can be replaced or an 

obsolete algorithm can be updated to defend against new type of attacks if it is vulnerable. 

Flexibility also provides interoperability between countries.25 In this framework, it is desirable to 

implement cryptoprocessors within reconfigurable FPGAs. By implementing cryptoprocessors 

based on FPGA technology, designer take advantage of updating their system dynamically or even 

remotely. Figure 5 shows the tradeoff between performance and flexibility depending on the 

architecture used. 

                                                           
22 Ibid., 41:14. 
23 Ibid., 41:3. 
24 Ibid., 41:4. 
25 Ibid., 41:1. 
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Figure 5 Tradeoff between performance and flexibility depending on the architecture used 26 

4.2 SECURITY DESIGN 
 

This phase addresses the physical security of the cryptoprocessors and involves tamper-resistant 

mechanisms. Tamper-resistant design provides a mechanism such that if an attempt to interfere 

with the system is detected, sensitive data such as secret keys is erased and the operation of the 

device is stopped. The goal in this step is to prevent unauthorized users from extracting secret data. 

Additionally, reverse engineering, which is unauthorized copying of the design is avoided. To 

reach the design goals, design procedures such as FIPS 140 certification should be strictly 

followed.27  

 

Security design has three tiers: tamper resistance, tamper evidence, and tamper response. 

Tamper resistance involves packaging the device through steel cases and keys. Its aim is to make 

the tampering more difficult. Tamper evidence aims at identifying any tampering attempt. To 

detect such attempts alarm systems and chemicals such as paint can be used. If any evidence of 

intrusion is found, temper response is employed to erase or destroy the sensitive data. 

4.3 APPLICATION DESIGN 
 

Design priority in this phase is to determine the level of security required by the application.  

Accordingly, cryptoprocessor in which the application will be executed is designed. Since there is 

                                                           
26 Tehranipoor, 17. 
27  Federal Information Processing Standards (FIPS) 140 is a national standard issued by the US National Institute of 

Standards and Technology (NIST) which identify requirements for cryptography modules. 

http://en.wikipedia.org/wiki/Federal_Information_Processing_Standard
http://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
http://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
http://en.wikipedia.org/wiki/Cryptographic
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an exponential cost increase for higher levels of security (Figure 6), designers often face a trade-

off between the cost and level of security based on the application they used.28 

 
 Figure 6. Tradeoff between cost and the level of security 29 

 

We can classify cryptoprocessors into three different categories according to this trade-off:30 

1. Top-of-the-range (high-end) market cryptoprocessors  

2. Middle range market cryptoprocessors 

3. Low-cost (low-end) market cryptoprocessors 

4.3.1 Top-of-the-range market cryptoprocessors 
 

Top-of-the-range market cryptoprocessors are designed as PCI cards and used in servers and 

ATMs. IBM 4758 and IBM 4764 are the example of these kind of cryptoprocessors. They are 

usually equipped with multicores to perform more than one algorithm but they may also have 

single core to perform only specific cryptographic algorithm. They provide tamper-resistant 

mechanism. Due to design difficulties, production of these cryptoprocessors is highly costly. 

Therefore, their market prices are quite expensive for them to be ubiquitous. For example, IBM 

4764 currently costs $8,600. 

 

4.3.2 Middle market cryptoprocessors  
 

They involve single chip and exist in products such as smartcards, IC chip cards and PCMCIA 

tokens. They have much more limited computational power and physical security in exchange for 

a vast decrease in cost.31 Their prices vary between $10 and $50. Some examples of these usage 

will be explained later in this paper. 

4.3.3 Low-cost end market cryptoprocessors 
 

                                                           
28 Broesch, 10. 
29 Ibid., 10. 
30 Anderson et al, 6. 
31 Sean W. Smith, and Steve Weingart, "Building a High-Performance, Programmable Secure Coprocessor." (draft 

working paper., Secure Systems and Smart Cards IBM T.J. Watson Research Center, October 16, 1998), 1 

http://www.princeton.edu/~rblee/ELE572Papers/building_hp_secop.pdf?q=tilde/rblee/ELE572Papers/building_hp_s

ecop.pdf. 
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These cryptoprocessors are implemented as microcontroller and used in keyless entry and RFID 

devises. They can perform low computation encryption such as triple-DES but they cannot perform 

public-key cryptography due to poor design.  They are vulnerable to skilled attacks such as timing 

attacks. 

4.4 SOFTWARE DESIGN: 
 

This design phase focuses on the programming environment of cryptoprocessors. To be able to 

produce a commercial cryptoprocessor, instruction set architecture (ISA) of the cryptoprocessor 

requires a powerful programming environment and developers should be able to use this 

environment easily.32 

5 SMART CARDS 

As pointed out earlier, since cryptoprocessors work faster than general purpose processors for 

computation of cryptographic algorithms, they provide great system performance for the web 

servers, online databases, firewall and routers which process a large number of transaction at a 

time. Cryptoprocessors are also used in some resource limited electronic devices such as smart 

cards.  In this section, some examples of usage of smart cards will be discussed. 

 

Smart cards are widely deployed in environments such as telephone cards, pay-TV 

subscriber cards, hotel door locks, and bank cards. A typical smartcard consists of an 8-bit 

microprocessor, crypto coprocessor(s), memory, read only memory (ROM), and electrically 

erasable programmable read only memory (EEPROM).33 ROM holds the cryptographic program, 

and EEPROM holds customer-specific data and secret key. This secret key is never required to be 

transferred as all cryptographic computation is performed on the card.  

 

The most widespread application of smartcard is the GSM system. Subscriber identity 

module (SIM card) contains not only the personal phone book, call history but also subscriber’s 

private key which authenticates user to the network and a cryptographic algorithm called 

COMP128.34 In order to initiate communication between the subscriber and the provider, the 

provider sends an encrypted message to the subscriber. Then this message is decrypted with the 

subscriber’s private key using the COMP128 algorithm inside the SIM card. 

 

Another common use of smartcards is pay-TV decoders (set-top TV boxes). This system 

works as follows: each subscriber gets a smartcard containing a secret key. Operators broadcast 

their signals as encrypted. A Subscriber’s smartcard mounted on the pay-TV decoder decrypts 

these signals with the secret key for the channels that they have paid for.  In early pay-TV systems, 

the system architecture required all customer cards to contain the same master secret. Once this 

                                                           
32 Ibid., 3. 
33 Ross Anderson, Security Engineering: A Guide to Building Dependable Distributed Systems, (Hoboken: Wiley, 

2010) https://www.cl.cam.ac.uk/~rja14/book.html (accessed March 7, 2014), 286. 
34 Ibid., 288. 
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secret became known, pirate cards could be manufactured. Modern pay-TV systems currently 

being deployed for digital broadcasting use crypto protocols in which cards have different keys.35  

 

“Authentication” and “authorization” features provided by smartcards can be employed by 

many applications. For example, Paul Clark and Prof. Lance Hoffman from George Washington 

University showed that in order to enhance security smartcards can be used to authenticate user to 

personal computers while it boots.36 Additionally, the same technology has been using on nuclear 

weapons to ensure their authorized use. Since only the authorization card holder can ignite the 

weapon, it prevent misuse and accidents and makes the system inoperable when it is stolen.37 

6 DES CRYPTOPROCESSOR 

In this section, architectural implementation of a specific cryptoprocessor will be described. As 

mentioned previously, although it is possible to implement multi-algorithms in a cryptoprocessor, 

for the simplicity, only design of the DES algorithm in a coprocessor will be explained. Since DES 

algorithm is based on bit-shifting and bit-shuffling, hardware implementation of this algorithm is 

relatively easier than other algorithms which require modular arithmetic and factorization. 

6.1 DES 
 

DES encrypts 64-bit plain-text using a 56-bit key. The algorithm transforms this input data in 16 

rounds into a 64-bit cipher-text. Before round operations start, plain-text is passed through an 

initial permutation which rearranges the bits. Although a 64-bit key is provided it is permuted to 

56-bit by using a lookup table. Remaining 8 bits are reserved for hardware operations such as 

parity check. For each round, 56-bit key is subjected to a circular shift and permutation operation. 

This process produces different subkeys for each rounds. In each round, first, generated subkey 

and previous round’s data are XORed, then, result is passed through bit substitution operation 

based on eight predefined mapping tables (S-boxes).  After 16 rounds are completed, an inverse 

of the initial permutation is done which produces 64-bit cipher-text. The same subkeys in reverse 

order and the same rounds are used to decrypt cipher-text to produce plain-text again.   

6.2 ARCHITECTURAL DESIGN OF THE DES CRYPTOPROCESSOR 
 

In this section, hardware design of the DES Cryptoprocessor will be explained. This design might 

vary depending on the designer’s concept. Security design and application design will not be 

                                                           
35 Ibid., 288. 
36 Paul C. Clark, and Lance J. Hoffman, "BITS: A Smartcard Protected Operating System," Communication of the 

ACM, 37, no. 11 (1994): 66-70, http://saluc.engr.uconn.edu/refs/smartcard/clark94bits.pdf (accessed March 14, 

2014). 
37 Anderson et al, 5. 
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addressed herewith since they are also dependent on individual application. Concerning the 

software design, an example from a previous work by Askar and Egemen will be given.38 

6.2.1 Hardware Design of the DES Cryptoprocessor 
 

Since DES is based on substitution and permutation, in addition to ALU, control unit, and data 

input output unit, a substitution unit, and a permutation unit are sufficient for basic DES 

cryptoprocessor implementation. The diagram of the DES Cryptoprocessor is shown in Figure 8. 

 

  

     Figure 8. Diagram of the DES Cryptoprocessor 

6.2.1.1 ALU 
 

ALU is responsible for Boolean functions, shifting, addition, and subtraction operations. Since 

substitution in DES (S-boxes) is basically a bit-shuffling operation, ALU is able to execute this 

                                                           
38 Murat Askar, and Tufan Egemen, "Design and SystemC Implementation of a Crypto Processor for AES and DES 

Algorithms," (paper presented: Information Security & Cryptology Conference, Ankara, December 13-14, 2007), 

www.iscturkey.org/2010/2008/2007/pdf/sozlu/20.pdf (accessed March 11, 2014). 
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operation. However, transferring DES functions from ALU to substitution module makes the 

processor faster.  

6.2.1.2 Substitution Unit 
 

This unit performs the S-Boxes operations of DES algorithm which are bit-shuffling based on 

predefined mappings. Mapping tables are saved in memory. They should easily get updated when 

needed. 

6.2.1.3 Permutation Unit 
 

Permutation unit performs the initial permutation (IP), inverse of this permutation (IP-1), and key 

(PC1) and subkey generation (PC2) permutations. Since permutation is the shifting a bit in data to 

a different position, this can be easily implemented in a simple hardware structure based on lookup 

tables. 

6.2.2 Software Design of the DES Cryptoprocessor 
 

Instruction set architecture of the DES Cryptoprocessor must include all DES related instructions. 

As an example, the DES related instructions of a previous work by Askar and Egemen39, in which 

they designed an 8-bit cryptoprocessor, are listed below: 

 

 

Instruction Operation Syntax Opcode Machine 

Cycle 

SBOX S-Boxes operation sbox ri 

ri = 0 … 7 

0x30 to 0x37 1 

EXK0 Key exor operation exk0 ri 

ri = 1 … 7  

0x60 to 0x6f 2 

EXK1 Key exor operation Exk1 ri 

ri = 1 … 7  

0x70 to 0x7f 2 

PC1P Permute key PC1 pc1p r0, r1 

 

0xb0 1 

PC2P Permute key PC2 pc2p r0, r1 

 

0xb1 1 

INIP Initial permutation inip r0, r1 

 

0xb2 1 

ETBP E table permutation etbp r0, r1 0xb3 1 

RORD Rotate bit to right rord r0, r1 0xa1 1 
 

Table 1. ISA of the DES Cryptoprocessor. 

                                                           
39 Ibid. 
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7 CONCLUSION 

 

Cryptoprocessors provide secure environment to store secret data and do cryptographic 

computations. They also increase the performance by taking over the calculation of cryptographic 

algorithms. Designers of cryptoprocessors should identify the level of security and performance 

their application requires before making a decision on the correct type of cryptoprocessor. They 

should also take into consideration the tradeoff between the level of security, cost, and 

performance. Top-of-the-range market cryptoprocessor are suitable for network applications 

which requires high level of security and performance while middle market cryptoprocessor are 

commonly used in smartcards which provides authentication. By storing sensitive data and making 

cryptographic calculations in secure shells, cryptoprocessors address the concern for trust between 

the client and the server applications and enhance the security in a connected world. 

 

BIBLIOGRAPHY 

 

Anderson, Ross. Security Engineering: A Guide to Building Dependable Distributed Systems.  

Hoboken: Wiley, 2010. https://www.cl.cam.ac.uk/~rja14/book.html (accessed March 7, 

2014). 

 

Anderson, Ross, Mike Bond, Jolyon Clulow, and Sergei Skorobogatov. "Cryptographic  

Processors-A survey." Technical Report by University of Cambridge. no. 641 (2005): 1-

19. http://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-641.pdf (accessed March 1, 

2014). 

 

Askar, Murat, and Tufan Egemen.  "Design and SystemC Implementation of a Crypto Processor  

for AES and DES Algorithms." Paper presented at Information Security & Cryptology 

Conference, Ankara, December, 13-14, 2007, 145-149: 

www.iscturkey.org/2010/2008/2007/pdf/sozlu/20.pdf (accessed March 11, 2014). 

 

Balacheff, Boris, Liqun Chen, Siani Pearson, David Plaquin, and Graeme Proudler. Trusted  

Computing Platforms: TCPA Technology in Context, Edited by Siani Pearson. New Jersey: 

Prentice Hall PTR, 2003. 

 

Bossuet, Lilian, Michael Grand, Lubos Gaspar, Viktor Fischer, and Guy Gogniat. "Architectures  

of Flexible Symmetric Key Crypto Engines—A Survey: From Hardware Coprocessor to 

Multi-Crypto-Processor System on Chip." ACM Computing Survey. no. 4 (2013): 41:1-

41:32. doi>10.1145/2501654.2501655 (accessed March 10, 2014). 

 

Broesch, James D. "Secure Processors for Embedded Applications." Presentation, Black Hat DC  

2007, Washington DC, February 28, 2007. http://www.blackhat.com/presentations/bh-dc-

07/Broesch/Presentation/bh-dc-07-Broesch-ppt.pdf. 

 

Clark, Paul C., and Lance J. Hoffman. "BITS: A Smartcard Protected Operating  



15 
 

System." Communication of the ACM. no. 11 (1994): 66-70. 

http://saluc.engr.uconn.edu/refs/smartcard/clark94bits.pdf (accessed March 14, 2014). 

 

Hani, Mohamed Khalil, Hau Yuan Wen, and Arul Paniandi. "Design and Implementation of a  

Private and Public Key Crypto Processor For Next-Generation It Security 

Applications." Malaysian Journal of Computer Science. no. 1 (2006): 29-45. 

http://eprints.utm.my/8069/1/8069.pdf (accessed February 16, 2014). 

 

Smith, Sean W. “Secure Coprocessing Applications and Research Issues." Los Alamos National  

Laboratory, 1996. 

http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.115.3427&rep=rep1&type=pdf 

(accessed February 26, 2014). 

 

Smith, Sean W., and Steve Weingart. "Building a High-Performance, Programmable Secure  

Coprocessor." Draft working paper, Secure Systems and Smart Cards IBM T.J. Watson 

Research Center, October 16, 1998. 

http://www.princeton.edu/~rblee/ELE572Papers/building_hp_secop.pdf?q=tilde/rblee/EL

E572Papers/building_hp_secop.pdf. 

 

Stallings, William. Cryptography and Network Security. Boston: Prentice Hall, 2011. 

 

Tehranipoor, Mohammad. "Crypto Processor Design and Trusted Platform Module." Lecture  

Note. University of Connecticut ECE Department, 2012. 

http://www.engr.uconn.edu/~tehrani/teaching/hst/16 Crypto Processors.pdf. 
 


